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Approach to detecting SQL injection behaviors
in network environment
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Abstract: SQL injection attack is one of the main threats that many Web applications faced with. The traditional detec-
tion method depended on the clients or servers. Firstly the process of SQL injection attack was analyzed, and then the
differences between attack traffic and normal traffic ~ HT TP request length, HT TP connections and feature string were
discovered. Based on the request length, request frequency and feature string, a new method, LFF
(length-frequency-feature), was proposed to detect SQL injection behaviors from network traffic. The results of experi-
ments indicated that in simulation environments the recall of LFF approach reach up to 95%, and in real network traffic
the LFF approach also get a good detection result.
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